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ABSTRACT
Cloud Computing is emerging today as an infrastructure that
removes the need for preserve expensive computing hardware.
Cloud Computing is a new model to enable convenient and ondemand access to the grouping of configurable computing
resources. Cloud Computing is a set of IT services that are
provided to a client through a network and with the capability
to scale up or down their service requirements. Generally,
Cloud Computing services could be delivered by a third party
supplier who has the infrastructure. Trust is one of the
essential issues, which constraints the growth of cloud. Trust
in the Cloud Computing is a critical issue and it is one of the
most challenging issues in the cloud. Therefore, this research
aims to define the trust, issues, and challenges in Cloud
Computing.
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1. INTRODUCTION
Cloud computing offers a network of interlinked
computer and device systems that can be quickly
controlled with minimum efforts in management.
Usually, the practice is performed over the internet.
With various computing services, it provides a wide
range of opportunities to the enterprises. In the current
competitive environment, the elasticity, the service
dynamism, and choices offered by this technology that
is quite scalable, these are too efficient to be ignored by
the enterprises. However, such opportunities don’t come
alone. They rain down with a shower of challenges as
well. In this article, the meaning of trust together with its
establishment in it are discussed. Furthermore, the
challenges faced with their solutions are also confronted
in this article [1].
Cloud computing opens a new door for the enterprises
by offering various computing opportunities and
services. The environment today is indeed quite
competitive. So, when this efficient technology offers
several choices, dynamism, and elasticity, enterprises
cannot help but turn to it. However, opportunities never
come alone, they have challenges in the pocket as well
[2].

A new package of challenges has been offered by cloud
computing in the form of different trust scenarios. For
many enterprises, putting trust in cloud computing has
become a significant concern. Enterprises don't doubt
the service providers of the cloud. They question the
capabilities of the cloud. Still, such challenges don't
depend entirely on the technology. The lack of
consumer confidence also emerges from the smudgy
security assurances, loss of data, and less transparency.
Nowadays, the number of cloud users and adopters has
been dramatically increased. Cloud Computing has been
widely considered and used by individuals and
organizations. Its exceptional features such as smooth
access to a shared pool information, lower entry cost and
pricing has encouraged information technologies leaders
to adopt Cloud Computing in their business. Several
studies have been conducted on such domain.
Consequently, most of these studies have identified that
trust of Cloud Computing is the most challenges, which
in turn needs to be addressed [3].
To close the gap between the consumers and cloud
computing, it is necessary to understand the trust
problems first. The problem is that there is no trust or
confidant of storing data on clouds for some consumers.
Moreover, there is a large number of organizations
contain important and sensitive information. So, they
need to secure and maintain these information.

2. CLOUD COMPUTING
The National Institute of Standards and Technology
(NIST) defined Cloud Computing as "Cloud Computing
is a model for enabling ubiquitous, convenient, ondemand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management
effort or service provider interaction. This cloud model
is composed of five essential characteristics, three
service models, and four deployment models." [3].
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According to NIST, there are many attributes of Cloud
Computing which enhance enterprises and individuals to
trust on Cloud. The essential attributes are On-demand
service, Broad network access, Resource pooling, Rapid
elasticity, Measured services [3].
Cloud Computing has two types of models, which are
Deployment Models, and Service Models. Deployment
models divided into four sections that are Private, Public,
Community, and Hybrid.
 Private cloud
A private cloud provides more security than public
clouds. It is set up within an organization‘s internal
enterprise data center. The scalable resources and
virtual applications provided by the cloud vendor are
merging which are available for cloud users to share
and use. The use of private cloud can be much more
secure than that of the public cloud [3].
 Public cloud
A public cloud is a publicly accessible cloud
environment owned by a third-party cloud supplier.
The IT resources on public clouds are usually
provisioned by the previously described cloud delivery
models and are commonly offered to cloud consumers
at a cost or are commercialized via other avenues (like
advertisement) [3].
 Community cloud
A cloud infrastructure shared by several organizations
with shared concerns loud except that its access is
limited to a specific community of cloud consumers.
The community cloud may be jointly owned by the
community members or by a third-party cloud
provider that provisions a public cloud with limited
access [3].
 Hybrid cloud
Hybrid Cloud is merged both private and public cloud
to execute characteristic functions within the same
organization. It can also be defined as multiple cloud
systems that are connected in a way which allows
programs and data to be moved easily from one
system to another. It is a configuration of at least one
private cloud and at least one public cloud This
computing model combines the security benefits of a
private cloud as well as the public cloud [3].
On the other hand, Service model has three primary
sections which are Software as a Service (SaaS),
Infrastructure as a Service (IaaS), and Platform as a
service (PaaS). Also, it has another services as
secondary services such as Data as a Service (DaaS),
Identity and Policy Management as a Service
(IPMaaS), and Network as a Service (NaaS).
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3. MEANING OF TRUST
Trust is the strength of confidence and faith in
something. The spirit seeks the results that are expected
to be produced by something. It is the belief in the
expertise and talent of others to care for the person and
develop satiable effects. The trust of individuals lessens
if a system concerning the skill provides insufficient
data. Consumers don’t need only the claims and
assurances. They require the efficient results produced
by the services for their benefits [4].
A. Control
For trust, power is quite a significant issue. If consumers
don't have proper control over their assets, their
confidence in the system will decrease. A usual example
of control can be observed when individuals get the case
from the ATM. They are assured that they will get the
exact amount that they need. In other terms, they are
controlling the money. The same opposite can be said
when they are depositing. After all, they don't know just
what will happen to their cash once they have collected
it.
Similarly, if consumers have more control over the
information delivered to the cloud, their trust in the
cloud will increase [5].

Fig.1 Cloud Computing [6]

B. Ownership
The variation of trust can also be observed relying on
the purchase of assets that concern the data. For example,
if an employer is trusting a service with the credit more,
his trust will lessen when he has to believe it with the
credit card of his employee as well. After all, it is his
objective to preserve the confidence of an employee [7].
Similarly, firms or enterprises when consigning the
information to the cloud, it represents not only the
enterprise's interest but also the clients'. It will create a
relationship with twofold and faces. First of all, the
enterprise to trust the cloud service provider for itself.
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Second, it must assure that the clients have almost the
same reasons for believing the same service [4].
C. Prevention
For the establishment of trust, contractual relationships
are mostly used. If the service is not offered according
to the expectations, the firm will be compensated in a
healthy environment of business. Similarly, the
providers of cloud use the SLAs or service-level
agreements to increase the trust of consumers. However,
this might not be able to help in the case of cloud
computing.
When it comes to trusting cloud computing, it is more
like restricting a violation of trust rather than
guaranteeing compensation in case of a breach. For
many firms and enterprises, losing the data cannot be
repaired. The extent of money cannot compensate for
the precious information. The money can never improve
Even the reputation. Therefore, the model of cloud
computing should concentrate on preventing the failure
rather than compensating [8].
D. Security
Guard plays the primary role in resisting a failure and
nurturing trust in the methodologies of cloud computing.
Notably, the protection of practical nature and
environment must be provided by the providers of cloud
service. After all, it allows them to perform actions and
functions for various clients and provide individual
services for several clients as well.
When it comes to virtualization, the main issues
concerning the security are access control, data leakage,
and persistent client-data security, and identity
management, hindrance of attacks that concern the
cross-VM side-channel, and VM protection or virtual
machine protection. Whether the security risks are
enormous or small, their presence threatens the trust of
consumers. Therefore, it is essential to prepare and
eliminate such risks rather than losing the confidence of
consumers [1].

4. TRUST CHALLENGES
Say that there is a company named SoftCom, it handles
digital images concerning the healthcare. These digital
images are significant and confidential as well. Such
vital data cannot be risked. The firm decides to use the
public provided of cloud named CloudX. From the
company, what would be the challenges?
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Fig. 2. Cloud computing risks [9]

A. Frail Control
SoftCom finds that once the images leave the boundary,
they don't have much control over these images anymore.
Even the processes are not under their control so they
cannot manipulate these images anymore. The company
doesn't know who is accessing the data and which party
is handling it.
In the cloud computing, this risks of losing the
information, its integrity, and its availability are quite
threatening when it comes to the trust. Virtually, cloud
computing requires the users to loosen their grip when it
comes to storing the data.
The degree of losing the control over the processes and
the data depend on the model of cloud service. Typically,
enterprises have only partial control over the
information which their find quite dangerous and
alarming. After all, the data is precious and losing it
cannot be afforded [10].
B. Lack of Confidentiality
Consumers think that a cloud is more threatening than a
system in-house. However, improved secrecy in CloudX
can help in covering the issue. The data in the cloud is
not stored in a single device or a single location. It is
actually processed and stored across the whole layer that
is virtual. When it comes to the confidentiality, there are
two issues. The first one involves the physical presence
and location of processing and storage sites. The second
is the secure identity or profiles of these locations or
sites.
For the trust, an enterprise should know where and how
the data is being processed. The security threats
concerning the sites and quite high. After all, a company
is accountable for the personal data of its clients [11].
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The security and safety of data are critical. Most of the
enterprises don't tolerate when it comes to these factors.
That is why it is essential to focus on such points and
build the trust of consumers. To develop the confidence,
only the quality is not necessary. The security,
confidentiality, and control are also important. With
some more efforts, CloudX computing can secure a
secure room in the functioning of enterprises [14].
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