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ABSTRACT
Using web based applications has increased considerably in
recent years and is becoming the main way to use information
services. Although emerging technologies, speed of a RESTful
system has vulnerabilities and most often it is the database. This
article traces and analyzes the best practices to increase
efficiency in working with a database, and proposes a method
that allows synchronized data caching.
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1. INTRODUCTION
Use of the database is as an indispensable component of
any modern application. In the world of RESTful services
the database takes central place in the architecture of any
REST-oriented system. Unfortunately, it exactly appears
to be the weakest part of the system and requires good
planning and implementation, in order to prevent future
problems. The nature of web-based applications, and in
particular RESTful, provides for the exchange of high
traffic data between server and client, and the standards
require this to be done quickly. Despite the rapid
development of technology related to the processing and
storage of data now the database remains the slowest
component of REST architecture and if it have not
received attention, may become a bottleneck. The article
examines various techniques that aim to improve the speed
of data transfer and to reduce the workload of the servers
used. The caching is used as technology for rapid delivery
of data in creation of a system that allows synchronized
data caching

2. METHODS FOR DATABASE
OPTIMIZATION
Although they are very convenient to store different types
of information databases are not fast enough and since the
people use them for web-based applications, always

looking for ways to increase their productivity. Unlike
standard desktop applications in RESTful services the
database is subjected of "stress" test, because it should
handle many concurrent requests. The article does not
address the use of a specific database. The considered
methods for optimization are applicable to all relational
databases, and they are under study because currently are
the most common in the creation of RESTful applications.
Over time, three main directions that help to optimize and
improve the database performance can be identified. The
process begins with an analysis of requirements, continues
with the database design and ends with the creation of
queries that allow fast retrieval of required information.

2.1 Preliminary analysis of the information
This phase of the database design is important for the
entire system's performance. Knowing the information and
the ways in which it is used, allows delineating logical
groups of elements as well as the relationship between
different groups. An important step of the information
analysis is to determine exactly which data is necessary for
the operation of the system and which can be omitted. This
may significantly reduce the volume of information
exchanged, it is limited only to the most needed, and that
similarly decreases as well the time taken to transport data
within the system.
Another important aspect of the data analysis is the
differentiation them into logical units, which is done
through the creation of separate tables. It is extremely
important individual parameters of each logical unit to be
correctly presented using notations for describing the types
in the database. This requires experience and excellent
knowledge of the data types in specific DBMS, and proper
implementation significantly reduces the processing time
of applications and increases database performance. A
typical example of poor data definition and storage is a
string of 5 characters in the variable of type Text, instead
of Char (5). In the next two parts ways of presenting data
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in tables that allow quick retrieval and creation of "fast"
queries are discussed.

implementation of the same query in a static and dynamic
table.

2.2. Tables design

 Using index fields
Use of indices could be applied not only for key fields [1].
Adding them helps to faster data retrieval and creates a
tree structure of the elements of certain field in the table.
Thus, the time of searching an element is reduced
significantly. Fig. 2 shows the time difference in
performing the same queries in the same tables at presence
and absence of index fields.

A good design of the database tables may significantly
improve the whole system's performance. Over time, three
basic rules that is recommended to comply when create
RESTful applications are established: the use of indices,
creating static tables and sharding (horizontal partitioning
the tables).
 Using fixed length (static) tables
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 Sharding
This is a technique that allows a single table with a lot of
records to be divided into separate, related tables with the
smaller number of elements in each [2]. Searching for a
specific entry in horizontally partitioned table becomes
parallel in all individual shards of the table, and this
considerably reduces the time for detection and delivery of
data. An example of horizontally partitioned table is
presented in Fig. 3.

Dynamic
Table

Fig. 1. Query execution in static and dynamic table
Fig. 3. Example of horizontal database sharding

2.3 Queries design
An important aspect of the rapid data delivery is the way
in which they are extracted from the database. While
design of tables provides a repository for fast delivery of
information, the queries are those that determine what and
how they will be processed. Design of fast and efficient
queries is extremely important for the speed of service in
every RESTful application [3]. Some of the best practices
for creating queries are:

Fig. 2. Performance after index adding

If each column in the table has a fixed length, the table is
called static. The tables of this type are processed much
faster because DB engine searches among the entries more
quickly. If a specific record in the table should be read,
then its location is calculated significantly faster thanks to
the fixed values. Another advantage of static tables is that
they can easily be cached and in the case of crash can
easily be recovered. Fig. 1 shows the result of the

 Avoidance the use of functions in the query
The queries are commands, that "says" the server what to
do. Bad, but often used in practice, is the addition of
functions in the body of the query. In the performance of
such a query, the function in it often requires more
processing time than is necessary for the execution of the
rest of the query, and this unnecessarily prolongs the
extraction of data. Another important aspect that requires
the use of static queries is caching the result. When using
query without function in it, the server will cache the
results of its implementation and in the case of recalling
the query, the data will be "taken" from the cache, and will
not be searched in the database.
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 Using LIMIT when possible
Often, when performing a query to the database table only
one result is expected. In such cases, it is recommended
that in the query to use LIMIT1. Thereby increasing
productivity, because, the server will stop searching the
database when the first result is found, and this reduces the
query execution time.
 Avoidance of SELECT *
Another common mistake when designing queries is
retrieving all fields for a specific record by SELECT *.
The relationship between the amount of data read from the
table and the speed is proportional. Good practice is to
extract only the information that is needed. This shortens
the query execution time and reduces the volume of data to
be transferred between servers.
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Solution to this problem is to create a caching mechanism
that takes advantage of dynamic memory, monitors the
actuality of cached data and is provided with an updated
copy of non-volatile memory.

3. Concept for RAM-based, synchronized, key
system for data caching
A system to cache the results of previously executed SQL
queries is designed. While repeat the call, data is extracted
from the fast dynamic memory without the need "to turn"
back to the SQL server. What distinguishes the application
of other existing solutions is the fact that the system
monitors the actuality of cached information.

2.4 Caching and use of dynamic memory
There are other "tricks" to improve the speed of the
information layer in a web-based application. Some of
them are very effective, but can not be applied in all cases
of use.
6000

Fig. 5. In-Memory Synchronized Key-based Database Caching System
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Fig. 4. Measurement reading speed of different memory types

The main problem that makes databases slow is the fact
that information is stored on media that are relatively slow
in reading data [4]. In most cases, these are standard HDD
or SSD. The use of cash allows the result of a query to be
stored in the dynamic (RAM) memory and when recall the
query, the data are retrieved from there, which is much
faster. Fig. 4 presents a comparison in speed of reading
between HDD, SSD and RAM.
As can be seen from the figure, when operating in the
memory, the speed is extremely high. Problem that exists
when caching is the fact that information can be updated
and what is stored in the cache can become obsolete.
Another option for use of the dynamic memory is the
location of the entire database in RAM memory. This
would solve the problem with speed, but is not practical,
because for large databases high volume of memory is
required. Another problem of this configuration is that the
RAM memory is volatile, and in the failure, all
information will be lost.

The Fig. 5 shows that the caching system is composed of
three main modules: Cached results repository, Query
processor and Synchronization module. Repository serves
to keep the already implemented queries and works
directly with dynamic memory, which makes writing and
reading information from it very fast. Storing data in it is
performed using hash table, and the unique key, which
serves as an identifier of each record is used. To associate
a record (result of a query) with the query itself, for the
key is used MD5 encryption of SQL query. Thus a record
of hash table has a key that contains the query, the second
field of the hash is the result of the query execution. In this
way the creation of an additional structure that associates
keys with queries and results is avoided.
The query processor has several functions. First, it is
assumed that the repository for cached results is empty.
Upon query to the SQL server query processor first checks
whether the requested information is available in the cache.
If it is available, the data is forwarded to the user, thereby
avoiding slow communication with SQL server. If the
requested information is not available in the repository,
SQL query is encrypted with MD5 algorithm and saved as
a key in the hash table. The query is forwarded to SQL
server, the response is recorded to already established key
and forwarded to the user. Thus, the instance of a query
that is not available, it is cached.
Synchronization module serves to maintain the relevance
of the cached results. The module acts as a dynamic trigger
and monitor changes in database fields that build the
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cached results. Upon the occurrence of such changes, the
module signals the query processor, which in turn
recompiles the query and saves the actual outcome. In this
way the actuality of cached data in the repository is
guaranteed. Another major feature of the synchronization
module is to create and maintain a current copy of the
repository on the energy independent memory. Thus, in
the failure, after restart the system, all cached results are
loaded into the repository and dynamic memory.

4. Testing and analysis of results
The testing is designed to compare the time for delivery of
information using RESTful application running with the
caching system and in the same application,
communicating directly with the SQL server. The tests аre
made by running identical SELECT queries, and the
results of the two scenarios are compared. For objectivity
of tests various complex queries that process data of a
different number of tables are performed.
The testing is designed to compare the time for delivery of
information using RESTful application running with the
caching system and in the same application,
communicating directly with the SQL server. The tests аre
made by running identical SELECT queries, and the
results of the two scenarios are compared. For objectivity
of tests various complex queries that process data of a
different number of tables are performed.
Table 1: Benchmark query caching

Fig. 6. Benchmark results

5. Conclusions
The use of caching in the context of RESTful and work
with databases significantly contributes to improving the
entire application's performance. The article discussed best
practices for optimizing database with the aim of rapid
retrieval of information, presented in a concrete solution
for caching data that supports their relevance. The results
of the experiments show the effectiveness of the developed
application, and support the idea of using the dynamic
mechanism for caching data.
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Query type

TnC(t)

TwC(t)
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Single table query

25904 ms

5886 ms

77.28%

Multiple table query

54721 ms

6182 ms

88.7%

Table 1 shows the average values of the SELECT query
execution, comprising the results of one and several tables
in a particular database. The measured parameters are the
time of data delivery without caching - TnC(t), the time of
data delivery with caching TwC(t), and the percentage
representation of the level of optimization.
The reported experimental results are graphically
presented in Fig. 6. From the image is seen significant
improvement in the speed of information delivery on both
types of queries. The average value, which improves the
information delivery is 83%. What is interesting and is
overseen by the experiments is that regardless of the TnC
(t), TwC (t) maintains a relatively constant level. This is
mainly due to the hardware configuration that supports
caching application and values TwC (t) are directly linked
to it.
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